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Céc bai trudc ching ta di biét qua vé cac thanh phan tao nén mot dich vu trén Windows
Communication Foundation, ddng thoi clng blet cach xay dung mdt client dé sir dung cac dich vu do.
Tuy vdy ching ta chua hé dé cap t6i mot van dé rat quan trong trong truyén dir lidu do 1a viéc dam bao an
toan dir liéu ciing nhu tinh nhat quan cta dir liéu. Trong mot moi trudong phan tan, viéc truyén va gui dir
liéu gitra client voi dich vu can phai dugc bao vé khoi sy dom ngo6 cua nhing d6i tugng khong mong
mudn. Ban cin phai dam bao chéc chin ring, dit liéu chi trao doi giita cac thanh phan c6 di thAm quyén
ma thoi.

Véi yéu cau trén, Windows Communication Foundation cung cip cho ban mot nén tang cho
phép ban thuc hién trao d6i dit liéu (ban tin) thong qua rat nhiéu giao thtrc khac nhau, trong d6 c6 ca cac
giao thuc hd trg bao mat dé phul hop véi timng yéu cau cta ban.

Bai nay s€ tap trung thiao luan vé cac khia canh khac nhau vé bao mat voi Windows
Communication Foundation va cach khai thac ching. Méc du linh vyc bao mat thong tin la mét linh vuc
rat 16n, trong bai nay chung ta chi tap trung vao khia canh bao mét ban tin trong WCF ma th6i. Chung ta
s& thao luan nhitng vin d& sau:

o Téng quan vé bao mat véi Windows Communication Foundation

. Lap trinh v6i bao mat trong Windows Communication Foundation

Nhu cac ban di biét Windows Communication Foundation 1a mot nén tang 1ap trinh phan tan dwa
trén co s cac ban tin SOAP. Do vy can phai dam bao tinh bao mat cia cac ban tin trao doi giita client
v6i dich vu dé co thé bao vé duoc dir liéu khoi nhiing dbi twong khong mong mudn. Viée nay cé thé thuc
hién nhe vao viéc WCF hd tro trao d6i cac ban tin bao mat (secure message) dua trén kién tric bao mat
nén tang ciing nhu cac chuan bao mat cho cac ban tin SOAP.

WCF sur dung cac khai niém ma ban da quen khi ban xay dung céc tmg dung bdo mat phan tan
v6i cac cong nghé c6 sin nhu HTTPS, Windows integrated security (bdo mat tich hop véi hé diéu hanh
Windows), hodc sir dung username v6i password dé xac thuc ngudi dung. WCF khong chi tich hop voi
nén tang bao mat c6 san ma con mo rong mirc d6 hd tro ra khoi gidi han cua hé diéu hanh Windows béng
cach st dung cac ban tin SOAP bao mat.

Do WCF la mét nén tang 1ap trinh phan tdn dya trén cac ban tin SOAP, véi viéc st dung WCEF,
cac ung dung ban tao ra co thé tao va xir 1y cac ban tin tor mot $6 khong han ché céac dich vu va client
khac. Trong cac tmg dung nay, cac ban tin ¢6 thé dugc truyén tir diém nay sang diém khac, thong qua cac
thlet bi nhu tuong lira, router, switch, hay qua Internet, va qua mot loat cac diém trung chuyen SOAP.
D1eu nay tao ra khong it mdi de doa téi an ninh cta ban tin. Nhitng vi du sau day cho ta thiy mot s6 cac
mdi de doa thuong thdy khi trao d6i ban tin giita cac ing dung, nhitng mbi de doa nay hoan toan co thé
loai bo dugc nho vao sur dung tinh nang bao mat trong WCF:

. Quan sat cac ban tin trén mang dé 1y ra cic thong tin nhay cam. Vi du & may
client thuc hién login vao mot hé thong st dung ché d6 giri tén tai khoan va mat khiu dang text
khong méd hoa. Hacker hoan toan c6 thé bat dugc ban tin d6 va trich ra thong tin vé tai khoan
cling voi mat khau.

° Pong gia mot dich vu ma client khong hé biét. Viéc nay ciing twong tu nhu web
phishing, nghia 13 lam gia mot trang web gidng nhu trang web ma ngudi dung quen thude (nhu
trang web yahoo hay trang web ngan hang). Nguoi dung s& nhip thong tin vé tai khoan cing véi
mat khau dé dang nhap vao trang gia d6. Khi d6 hacker s& co dugc cac thong tin niy.

. Thay ddi noi dung ban tin. Hacker hoan toan c6 thé thay d6i noi dung ctia mot
ban tin ma client lan dich vy khong biét.
. Etc.
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Viéc dam bao bao mét cho cac ban tin trao ddi gitra client v6i dich vu WCF can phai cht trong &
nhiing diém sau:

. Xac thuce diém cudi dich vu

. Xac thyc client

. Tinh nhat quan cta ban tin

. Tinh bao mat cta ban tin

. Phat hién replay (hién tuong lap lai yéu cAu cua client hodc dich vu ma thuc chét

client/dich vu khong dua ra)

1.1.1 Tich hgp véi cac kién tric bao mat cé san

WCF hoan toan c6 thé lam viéc véi cac giai phap bao mat c6 san nhu Secure Sockets Layer
(SSL) hodc giao thirc Kerbeos. Ngoai ra no ciing ¢ thé 1am viée véi kién triac bao mat dang sir dung nhur
domain trén Windows st dung Active Directory. Ngoai viée hd trg cac giai phap bao mét thuong thay,
WCF con tich hop voi cac md hinh bao mét sin c6 ¢ ting van chuyén va c6 thé chuyén ha tang san c6
sang cac md hinh méi hon dua trén bao mét cac ban tin SOAP.

1.1.2 Tich hgp véi mé hinh xac thuc c6 san

Mot phan quan trong trong bat ky mé hinh bao mat truyen tin nao 1a kha nang xac dinh va xac
thuc cac thyc thé trong qué trinh trao dbi dir lidu. Cac thyc thé trong qua trinh nay st dung cac “dinh
danh dién ti”, hay con goi la credentials, dé xac thuc chung voi ddi twong dang trao d6i. Voi su phat
trién ciia cac nén tang phan tan, c6 rat nhiéu cach dé xac thuc cac credentials duoc tao ra. Ly vi du, trén
Internet cach thong dung nhét 13 str dung tén tai khoan ciing voi mat khiu dé xac thuc nguoi dung. Trong
mang intranet, mo hinh thong dung 1 str dung Kerberos domain controller dé xac thuc ngudi dung cing
véi dich vu. Do vy véi cung mét dich vu, ta co thé ¢o cac cach xac thuc khac nhau cho dich vu d6 tuy
thudc vao viéc dich vu d6 duoc sir dung & méi truong nao. WCF hd trg rat nhiéu cac mé hinh xéac thuc
khac nhau:

° Anonymous caller (Nguoi goi vo danh)

o Username client credential

o Certificate client credential

° Windows (Kerberos va NT LanMan — NTML)

1.1.3 Cac chuan va tinh interoperability (lam viéc lién méi trudng)

Trong thé giGi v6i nhidu nén tang nhu hién nay, cic nén tang tinh toan/truyén thong phan tan can
phai lam viéc lién thong véi cac cong nghé khac nhau ma cac nha cung cap ho trg. Ciing vi vdy ma bao
mat ciing can phai lam vié€c lién moi truong (interoperable).

Pé thyc hién cac hé thong bao mat interoperable, cac cong ty st dung dich vu Web voi mot loat

cac chudn khac nhau. Vé bao mat thi c6 thé ké ra mot sb chuan nhu sau: WS-Security, SOAP Message
Security, WS-Trust, WS-SecureConversation, va WS-SecurityPolicy.

Véi cac dich vu WCF ta co thé sir dung WSHttpBinding dé hd trg WS-Security 1.1 va WS-
SecureConversation.

Bao mat trong WCF chia ra thanh ba ving chtrc nang: transfer security (bdao mét truyén thong),
(access control) dicu khién truy nhép, va auditing (ghi vet).
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1.2.1 Transfer security

Bio mat truyén thong bao gdm ba chirc ning chinh: sy nhit quan, sy bao mat, va su xéac thuc. Sy
nhit quan 13 kha ning phat hién liéu ban tin co bj thay doi hay khong. Sy bao mét la kha nang gitr cho
ban tin khong doc duoc boi nhitng nguoi khong dii tham quyén; diéu nay c6 dugc nhd vao cryptography
(md mat — mat ma). Su xac thyc 1a kha nang xac minh dugc mot dinh danh c6 thuc ding hay khong. Ket
hop ba chire nang nay cho ta dam bao rang cac ban tin dugc guri di mot cach an toan, dén dung noi can
dén.

1.2.2 Cac ché doé bao mat van chuyén va ban tin

C6 hai phuong phap chinh dung dé thuc hién bao mat truyén thong trong WCF 1a ché d6 bao mat
& tang van chuyén (transport security mode) va ché do bao mat & ban tin (message security mode)

. Transport security mode st dung cac giao thirc ¢ tang van chuyén nhu HTTPS
dé dam bao bao mat. Ché do nay c6 uu diém 1a duoc st dung rat nhiéu & cac nén tang khac nhau,
va do phirc tap tinh toan it hon. Tuy vAy nhuoc diém 1a chi dam bao bao mat cac ban tin tir diém-
toi-diém.

. Message security mode sir dung chuin WS-Security dé dam bao bao mat. Do
bao mat ban tin dugc ap dung truc tiép 1én cac ban tin SOAP va duoc chira trong cac vo
(envelope) SOAP, cung v6i dir liéu ctia chuong trinh, n6 ¢6 uu diém 1a 'khong phu thude vao giao
thirc van chuyen dé mo rong, dam bao bao mat tir dau cudi-téi-dau cudi (thay vi diém-tdi-diém).
Nhugc diém cia n6 1a cham hon so véi ché do transport security do n6 phai lam viéc véi XML
trong ban tin SOAP.

1.2.3 Diéu khién truy nhap

Piéu khién truy nhap con duoc blet to1 nhu 1a authorization (nhan thyc). Authorization cho phép
nhirng nguoi dung khac nhau c6 cac quyén khac nhau dé xem dir liéu. Trong WCF, céc tinh ning diéu
khién truy nhap dugc cung cp dwa vao sy tich hop véi CLR (common language runtime) théng qua 16p
thudc tinh PrincipalPermissionAttribute va qua mot loat cac ham API.

1.2.4 Auditing

Auditing 14 qua trinh ghi lai cac su kién bao mat vao hé théng log cta hé didu hanh Windows
(Windows event log). Ban ¢ thé ghi lai cac su kién c6 lién quan t6i bao mat nhu 13 xac thuc 15i hay
thanh cong. Ban c6 thé xem thém trong bai How to: Audit Windows Communication Foundation
Security Events

Khi 14p trinh véi tinh nang bao mat trong WCF ban can thuc hién 3 budc co ban sau: dit ché do
bao mat, kiéu xac thuc client (client credential type), va cac gia tri credentials cho dich vu. Ciing nhu cac
phan khac trong WCF, ban hoan toan c6 thé thuc hién cac budc nay thong qua mi lap trinh hodc 1a sir
dung tap tin cau hinh.

Céac budc dé dat ché do bao mat nhu sau:

1. Chon mét trong cac binding phtt hop véi cac yéu ciu cua ing dung cia ban. Dé
biét vé cac binding nao cé thé chon, ban nén xem lai bai 3 vé address véi bindings. Mac dinh thi
hau hét cac binding déu c6 tinh nang bao mat. Tuy thudc vao ban chon binding nao, ban s€ lam
viéc voi giao thic van chuyén tuong Ung véi binding d6. Vi du khi chon binding la
WSHttpBinding thi s& st dung giao thirc van chuyén 1a HTTP; con néu sir dung binding 1a
NetTcpBinding thi giao thirc 1a TCP.
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2. Chon mét trong céac ché d6 bao mat cho binding da chon. Tuy theo ban chon
binding nao thi s& c6 cac ché do bao mat tuong tmg. Vi duy, binding WSDualHttpBinding khong
hd tro biao mat van chuyén (transport security), twong tw nhu vdy cac binding
MsmgqIntegrationBinding va NetNamedPipeBinding khong hd trg bdo mat ban tin (message
security). Bang dudi day liét ké cac binding co6 thé sir dung va cac ché d6 bao mat binding d6 hd
tro. Chu y: trong ngodc kép la ché d6 bao mat mic dinh.

BasicHttpBinding (none),
Transport, Message
WSHttpBinding Transport,
(Message), Mixed
WSDualHttpBindi (Message)
ng
WSFederationHttp (Message)
Binding
NetTcpBinding (Transport),
Message
NetNamedPipeBin (Transport)
ding
NetMsmqBinding Message,
(Transport), Both
NetPeerTcpBindin (Transport)
g
MsmglntegrationB (Transport)
inding
3. Néu ban quyét dinh st dung ché d6 bao mat van chuyén (transport security) cho

HTTP (tic 1a sir dung giao thic HTTPS),”ban can phai péu hinh cho host mot chl'mg nhan SSL
(SSL certificate) va cho phép SSL & mot cong nao d6. Bé c6 thém thong tin ban c6 thé xem thém
& trang MSDN cutia Microsoft, HTTP Transport Security.

Vi duy stir dung tap tin cAu hinh dé cAu hinh cho ché d6 bao mat

<bindings>
<wsHttpBinding>
<binding name="wsHttpTransportSecurity">
<security mode="Transport">
<transport clientCredentialType="Windows" />
</security>
</binding>
</wsHttpBinding>
<wsHttpBinding>
<binding name="wsHttpMessageSecurity">
<security mode="Message">
<message clientCredentialType="UserName" />
</security>
</binding>
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</wsHttpBinding>
<basicHttpBinding>
<binding name="basicHttp">
<security mode="TransportWithMessageCredential">
<transport />
<message clientCredentialType="UserName" />
</security>
</binding>
</basicHttpBinding>
</bindings>

Vi du str dung mi 1ap trinh dé thiét 1ap ché d6 bao mat:

WSHttpBinding messageSecureBinding = new WSHttpBinding();

messageSecureBinding.Name = "messageSecureBinding";

messageSecureBinding.Security.Mode = SecurityMode.Message;

messageSecureBinding.Security.Message.ClientCredentialType =
MessageCredentialType.Windows;

NetTcpBinding transportSecureBinding = new NetTcpBinding();

transportSecureBinding.Name = "transportSecureBinding";

transportSecureBinding.Security.Mode = SecurityMode.Transport;

transportSecureBinding.Security.Transport.ClientCredentialType =
TcpClientCredentialType.Windows;

BasicHttpBinding mixedSecureBinding = new BasicHttpBinding();
mixedSecureBinding.Name = "mixedSecureBinding";
mixedSecureBinding.Security.Mode =
BasicHttpSecurityMode.TransportWithMessageCredential;
mixedSecureBinding.Security.Message.ClientCredentialType =
BasicHttpMessageCredentialType.UserName;

Céc kiéu xac thuc client duge hd tro bdi WCF nhu sau:

. Windows

o Certificate

. Digest

. Basic

. UserName

. NTLM

o IssuedToken

Vé cach thiét 1ap ki€u xac thuc client, cac ban c6 thé xem & vi du trén.

Sau khi dd chon kiéu x4c thyuc client, ban can phai thiét 13p gia tri credential thyc cho dich vu va
client st dung. O phia dich vu, cac credential dugc thiét 14p st dung 16p ServiceCredentials va
duogc tra vé tr thudc tinh Credentials cialdp ServiceHostBase

Vi duy sau day thiét 1ap mdt chirng nhén cho credential phia dich vu:

// Create the binding for an endpoint.
NetTcpBinding b = new NetTcpBinding();
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b.Security.Mode = SecurityMode.Message;

// Create the ServiceHost for a calculator.

Uri baseUri = new Uri("net.tcp://MachineName/tcpBase");

Uri[] baseAddresses = new Uri[] { baseUri };

ServiceHost sh = new ServiceHost(typeof(Calculator), baseAddresses);

// Add an endpoint using the binding and a new address.
Type ¢ = typeof(ICalculator);
sh.AddServiceEndpoint(c, b, "MyEndpoint");

// Set a certificate as the credential for the service.
sh.Credentials.ServiceCertificate.SetCertificate(
StorelLocation.LocalMachine,
StoreName.My,
X509FindType.FindBySubjectName,
"client.com");

try
{
sh.Open();
Console.WriteLine("Listening....");
Console.ReadLine();
sh.Close();
}
catch (CommunicationException ce)
{
Console.WriteLine("A commmunication error occurred: {0}", ce.Message);
Console.WriteLine();
}
catch (System.Exception exc)
{
Console.WriteLine("An unforseen error occurred: {0}", exc.Message);
Console.ReadlLine();
}

O phia client, cic gia tri credentials dugc thiét lap théng qua 10p ClientCredentials Va
duogc trd vé qua thudc tinh ClientCredentials cualdp ClientBase

Vi du sau thiét 1ap mdt ching nhan nhu 1a mot credential phia client st dung giao thurc TCP.

// Create a NetTcpBinding and set its security properties. The

// security mode is Message, and the client must be authenticated with
// Windows. Therefore the client must be on the same Windows domain.
NetTcpBinding b = new NetTcpBinding();

b.Security.Mode = SecurityMode.Message;
b.Security.Message.ClientCredentialType = MessageCredentialType.Windows;

// Set a Type variable for use when constructing the endpoint.
Type c¢ = typeof(ICalculator);

// Create a base address for the service.
Uri tcpBaseAddress =
new Uri("net.tcp://machineName.Domain.Contoso.com:8036/serviceName");
// The base address is in an array of URI objects.
Uri[] baseAddresses = new Uri[] { tcpBaseAddress };
// Create the ServiceHost with type and base addresses.
ServiceHost sh = new ServiceHost(typeof(CalculatorClient), baseAddresses);
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// Add an endpoint to the service using the service type and binding.
sh.AddServiceEndpoint(c, b, "");

sh.Open();
string address = sh.Description.Endpoints[@].ListenUri.AbsoluteUri;

Console.WriteLine("Listening @ {@}", address);
Console.WriteLine("Press enter to close the service");

Console.ReadLine();

Trong vi du nay ching ta s€ xy dung mot vi du sir dung Windows Authentication qua binding
wsHttpBinding c6 sir dung ché d6 bado mat van chuyén (transport security). M6 hinh nay phu hop véi méi
truong intranet trong doanh nghiép khi ta c6 mot domain controller.

Céc budc dé xay dung nhu sau:

. Budc 1 —Tao dich vu WCF

. Budc 2 — Thiét 1ap cau hinh cho dich vu WCF sir dung wsHttpBinding véi
Windows Authentication va Message Security (bao mat ban tin)

° Budc 3 — Tao client

° Budc 4 — Thém tham chiéu dich vu cho client

° Budc 5 — Chay thu client va dich vu

1. Mg Visual Studio, chon menu File -> New Web Site

2§ Microsoft Visual Studio
Edit VWiew Data Tools Test ReSharper Analyze Window Hel

Mew » | 5| Project. Ctrl+ Shift+N
N Open b | @  WebSite... % Shift+Alt+N
Close (1| File.. Ctrl+M
Close Solution Project From Existing Code...
Gl SaveAll Ctrl+Shift+S
Figure 1 Tao mot Web‘Site moi
2. Trong hop thoai New Web Site, & phan Templates, chon WCF Service, chon
Location la Http
3. bat dia chi trang web la https://localhost/SecureContact, chon OK
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New Web Site . G—— - . - 2 =% ]
Templates: {NET Framewaork 3.5 V]
Visual Studio installed templates
(2 ASP.NET Web Site B, ASP.NET Web Service 2, Empty Web Site
B WCF Service [ ASP.MET Reports Weh Site &% Dynamic Data Entities Web Site
#5 Dynamic Data Web Site
I My Templates
15earch Online Templates...
|| A Web site for creating WCF services (NET Framework 3.5)
I Location: ’H'ITP v] https://localhost/SecureContact - Browse...
Language: "u’isuai c# v]
| ok || cancel |

3.2

Figure 2 Tao Web site vdi template la WCF Service, giao thitc HTTPS

Thém chirc nang cho dich vu

1. Click chu¢t phai vao project SecureContact, chon Menu Add New Item, sau do6
chon thém vao WCF Service, dit tén 1a ContactService.svc
Add New Hem - Ripey/iotaiho ettt . I Y . TP - (2] = ]
Templates:
Visual Studic installed templates |
=] Web Form [ Master Page [#:] Web User Control
{é';ADO.NEI' Data Service “a: ADO.NET Entity Data Model 5] AJAX Client Behavior
) AJAX Client Control 3 AJAX Client Library ] AJAX Master Page
=] AJAX Web Form B AJAX-enabled WCF Service ©J Browser File
#] Class ﬂ Class Diagram |2] DataSet
i S'T;";Dynamic Data Field %] Generic Handler g] Global Application Class =
[#] HTML Page 5 JScript File |21 LING to SQL Classes
i =i Report a Report Wizard E_%Resource File
28] site Map |5y Skin File | ] sQL Server Database
Aj Style Sheet =] Text File FEWCF Service
|2 Web Configuration File ) Web Service | XML File
[&] XML Schema (2 XSLT File L
[ My Templates i
A class for creating a WCF service
Name: ContactService.svec
Language: Visual C# v] [[]Place code in separate file
i [] Select master page
| Add || Cancel

Figure 3 Thém maoi mot dich vu WCF
Thém vao doan mi sau dé dinh nghia interface
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3.

[OperationContract]
void DeletePerson (int personId) ;

Thém vao doan ma sau dé dinh nghia phan cai dat dich vu

using System.Collections.Generic;
using System.Ling;

publ
{

30 1},

= 28 },
Age = 25 }

31},

personld) ;

personld) ;

ic class ContactService : IContactService

private readonly List<Person> personCollection;
public ContactService ()
{

personCollection = new List<Person>

{

new Person { PersonId = 0, FullName = "Trdn Vin Anh", Age =
new Person { PersonId = 1, FullName = "Ly Dao", Age = 35 1},
new Person { PersonlId = 2, FullName = "Hoang Van Giap", Age
new Person { PersonId = 3, FullName = "Nguyé&n Quang Cudng",
' new Person { PersonId = 4, FullName = "L& Thi Bao", Age =

b
}

public bool HasPerson (int personId)

{

return this.personCollection.Any (x => x.PersonId ==

}

public Person GetPerson (int personId)

{

if (!this.HasPerson (personId))

{

return null;

}

return
this.personCollection.FirstOrDefault(x => x.PersonId ==

}

public void AddPerson (Person person)

{

this.personCollection.Add (person) ;

}

public Person[] GetAll ()
{

return this.personCollection.ToArray () ;

}

public void EditPerson (int personId, Person person)

{

Person p = this.GetPerson (personIld) ;
p.FullName = person.FullName;
p.Age = person.Age;
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public void DeletePerson (int personId)

{

Person p = this.GetPerson (personld) ;
this.personCollection.Remove (p) ;

Dé cau hinh cho dich vu WCF chép nhan giao thic HTTPS, ta can thiét 1ap tap tin cu hinh
(web.config) nhu sau:

<system.serviceModel>
<services>
<service behaviorConfiguration="ContactServiceBehavior"
name="ContactService">
<host>
<baseAddresses>
<add baseAddress="https://localhost/SecureContact"/>
</baseAddresses>
</host>
<endpoint address="" binding="wsHttpBinding"
contract="IContactService"
bindingConfiguration="wsHttpSecureBinding">
<identity>
<dns value="localhost"/>
</identity>
</endpoint>
<endpoint address="mex" binding="mexHttpsBinding"
contract="IMetadataExchange"/>
</service>
</services>
<behaviors>
<serviceBehaviors>
<behavior name="ContactServiceBehavior">
<serviceMetadata httpsGetEnabled="true"/>
<serviceDebug includeExceptionDetailInFaults="false"/>
</behavior>
</serviceBehaviors>
</behaviors>
<bindings>
<wsHttpBinding>
<binding name="wsHttpSecureBinding">
<security mode="Transport">
<transport clientCredentialType="Windows"/>
</security>
</binding>
</wsHttpBinding>
</bindings>
</system.serviceModel>

Dén thoi diém nay ban da c6 mét dich vy hoan chinh. Mo trinh duyét Web va truy nhap téi dia
chi https://localhost/SecureContact/ContactService.svc ban s€ thay man hinh sau:
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https://localhost/SecureContact/ContactService.svc

ContactService Service

You have created a service.

To test this service, yvou will need to create a client and use it to call the =ervice. ¥You can do this using the
svoutil.exe tool from the command line with the following syntax:

svcutil.exe https://hunhoa-laptop/SecureContact/ContactService.svoc?wsadl

This will generate a configuration file and a code file that contains the client class. Add the two files to your client
application and use the generated client class to call the Service. For example:

C#

class Test

{
static vold Main()
i
ContactServiceClient client = new ContactServiceClient (}:
S/ Use the 'client' wariable to call operations on the service.
S/ Blways close the client.
client.Claose ()
¥
}

Figure 4 Truy nhdp bing trinh duyét Web téi dia chi ctia dich vy

1. Click chudt phai vao solution hién tai, chon Add -> New Project
2. Trong hop thoai Add New Project, chon Windows Forms Application
3. bat tén project 1a SecureContactClient.

Add MNew Project |@—K|

Project types: Templates: NET Framewaork 3.5 - |

a Visual C# Visual Studic installed templates
Windows 1 Team Site Definition Z1Blank Site Definition
WE_h nijist Definition %jWeb Part
s:ftl::ase (8 Blank Cloud Service I_]jEmpt:,/
Cloud Service A Windows Forms Application ,IECIESS Library
Reperting =% ASP.NET Web Application 8. ASP.NET Web Service Application
SharePoint [ WPF Application [Z&| WPF Browser Application =
Test 3 Console Application j'\(f‘Exce\ 2007 Workbook
WCF i Outlook 2007 Add-in FRWCF Service Application
Workflow Iﬁ!’WUrd 2007 Decument Ewinduws Forms Control Library
Datsbase Projects % Dynamic Data Entities Web Application 5 Dynamic Data Web Application
Other Languages
Other Project Types My Templates
Test Projects _E CustermMessage .gﬂMSBu\Id Project
_E ScanmaxSolutions ;ESharEPmntSn\utmn i

A project for creating an application with a Windows Farms user interface (.MET Framework 3.5)

Name: SecureContactClient
Location: CAWCR\SourceCode\SecureContact -

0K ] l Cancel ]

Figure 5 Tao client
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1. Click chudt phai vao client project, chon Add Service Reference

2. Trong hop thoai Add Service Reference, dua vao URL t&i dich vu cta ban,
https://localhost/SecureContact/ContactService.svc

3. Trong truong Namespace, nhap vao SecureContactService, click OK
( Add Service Reference |‘@—S@|1

To see a list of available services on a specific server, enter a service URL and click Go. To browse for available
cervices, click Discowver,

Address:
https://localhost/SecureContact/ContactService.sve - [ Go ] lDiscmrer *]

Services: Operations:

O] | ContactService

Select a service contract to view its operations.

1 service(s) found at address ‘https://localhost/SecureContact/ContactService.sve',

Mamespace:

SecureContactService

0K ] ’ Cancel

Figure 6 Thém tham chiéu dich vy cho Client

Thém vao trong form mic dinh 2 Button va 1 DataGridView (xem chi tiét trong source code kém
theo). Viét ma xtr 1y cac sy kién bam nt:

private void buttonGetInformation Click(object sender, EventArgs e)

{
var client = new ContactServiceClient();
try
{
Person p = client.GetPerson(Convert.ToInt32(this.textBoxID.Text));
this.dataGrid.DataSource = new[] { p };
}
catch (Exception ex)
{
MessageBox.Show(ex.Message, "Error");
}
}
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private void buttonGetAll Click(object sender, EventArgs e)

{
var client = new ContactServiceClient();
this.dataGrid.DataSource = client.GetAll();
}
Chay tmg dung Client va nhat niit Get All ta s& c6 két qua sau:
ad Staff Information =E@] % |
Staff ID Get Information | | GetAl |
D Full Mame Age
» Tran Van Anh 30
1 Ly Bdo L]
2 Hodng Van Giap 28
3 Nguyén Quang Cuding 25
4 L& Thi Bao k)

| —

Figure 7 Két qua chay client
4 Cau hai 6n tap
1. Binding MsmqIntegrationBinding ¢ hd trg ché d6 bao mét ban tin khong?

_ Tra loi: Khong, Binding MsmgqlntegrationBinding chi hé trg ché do bao mat vén
chuyén.

5 Tai liéu tham khao

1. Security Overview (URL: http://msdn.microsoft.com/en-
us/library/ms735093.aspx)

2. Programming Security (URL: http://msdn.microsoft.com/en-
us/library/ms731925.aspx)
3. Fundametals of WCF Security (URL:

http://www.devx.com/codemag/Article/33342/1954)

4. WCF Security Resources (URL.:
http://blogs.msdn.com/jmeier/archive/2008/05/23/wcf-security-resources.aspx)

5. WCF Security Learning Guide (URL.:
http://www.theserverside.net/tt/articles/showarticle.tss?id=WCFSecurityLearningGuide)
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